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General Policy Statement:
The integrity of 's (Credit Union) computing resources is extremely important to the successful operation of our business. Proper use and control of computer resources is the responsibility of all employees. Cloud computing uses a variety of established business strategies, technologies, and processing methodologies to migrate from owned resources to shared resources in which the Credit Union receives information technology services, on demand, from third-party service providers via the Internet “cloud.” Cloud computing service models include the provision of infrastructure, computing platforms, and software as a service.
The Credit Union may integrate cloud computing, through outsourcing into its information technology plan and resources to provide benefits such as cost reduction, flexibility, scalability, improved load balancing, and speed to information technology support and services.
Reference:
National Institute of Standards and Technology. Special Publication 800-145. The NIST Definition of Cloud Computing.
Guidelines:
1. DEFINITION. Cloud Computing is defined as a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or cloud provider interaction.
 
2. DUE DILIGENCE.
  
A. Strategic Plan. Cloud computing outsourcing will be determined and reviewed to ensure such actions are consistent with the Credit Union’s board-approved strategic plans and align with its overall IT strategy, architecture, and risk appetite.   and corporate objectives approved by the board of directors and senior management.
 
B. Due Diligence Review. A due diligence review will be performed to ensure that management is comfortable with the outsourcing cloud computing services and its ability to monitor the cloud service provider.  The Credit Union will ensure its requirements are being metwill meet the Credit Union’s requirements in terms of cost, quality of service, compliance with regulatory requirements, and risk management. As a part of the review, the following factors will be considered:
  
i. Data Classification. The sensitivity of the data that will be placed in the cloud (e.g., confidential, critical, public) and what controls should be in place to ensure it is properly protected will be reviewed with emphasis placed on the cloud service provider’s encryption and protection of non-public personal information (NPPI) and other data whose disclosure could harm the Credit Union or its members.
 
ii. Data Segregation. Data share resources will be reviewed to determine that controls exist to ensure the integrity and confidentiality of the Credit Union’s data that is transmitted over the same networks, and the segregation of data stored or processed on servers that are also used by other cloud clients.
 
iii. Recoverability. The Credit Union’s disaster recovery and business continuity plans will include appropriate consideration of this form of outsourcing, and will contain a review of the service provider’s disaster recovery and business continuity plans, and the availability of essential communications links.
 
3. INFORMATION SECURITY.
  
A. Data Inventory and Classification. The Credit Union will maintain a comprehensive data inventory and data classification process. Access to member data will be restricted appropriately through effective identity and access management.
 
B. Data Handling. The Credit Union will verify that data handling procedures, adequacy, availability of backup data, and whether multiple service providers are sharing facilities meet regulatory and internal Credit Union requirements. In high-risk situations, continuous monitoring may be necessary for the Credit Union to have a sufficient level of assurance that the servicer is maintaining effective controls.
 
C. Data Storage. The Credit Union will institute effective monitoring of security-related threats, incidents, and events on both financial institutions’ and servicers’ networks; comprehensive incident response methodologies; and maintenance of appropriate forensic strategies for investigation and evidence collection.
 
D. Data Removal. The Credit Union will ensure that the cloud-computing service provider can remove member non-public personal information from all locations where it is stored at the conclusion or cancelation cancellation of the service contract.
 
E. Authentication Controls. All Internet facingInternet-facing cloud services that hosts host or processes process member information and/or proprietary Credit Union data must be protected with multi-factor authentication and/or access restricted to the Credit Union’s public IP address.

 
4. BUSINESS CONTINUITY PLANNING. The Credit Union will obtain, review, and confirm that the servicer and the network carriers have adequate plans and resources to ensure the financial institution’s continuity of operations, as well as its ability to recover and resume operations if an unexpected disruption occurs.
A. The Credit Union’s incident response plan will take into account cloud-specific challenges.  The Credit Union will ensure the contract defines responsibilities for incident reporting, communication, and forensics.  
 
5. MITIGATING RISKS.
  
A. Management will clearly review, identify, measure, monitor, and appropriately mitigate the  legal, regulatory and reputational risks associated with cloud computing.
B. The contract between the Credit Union and cloud service provider will clearly identify which party has responsibilities for configuration and management of system access rights, configuration capabilities, and deployment of services and information assets to a cloud computing environment.
i. Encryption keys, security monitoring, vulnerability scanning, system updates, patch management, independent audit requirements, as well as monitoring and oversight, will be defined.
C. Access management methods will be deployed to limit account privileges, such as multifactor authentication, frequently updating and reviewing account access, monitoring activity, and requiring privileged users to have separate usernames and passwords for each segment of the cloud service provider’s and Credit Union networks.
 
D. Management will implement a risk management process for outsourcing services, under the direction of the Board, pursuant to the Credit Union’s Vendor Due Diligence and Oversight policy (See Policy 2185). 
 
6. AUDIT. Audit processes will be employed to determine the adequacy of a servicer’s internal controls and evaluate risk mitigation strategies, including configurations commensurate with the risk of operations supported by cloud services. Audit staff and personnel will have sufficient expertise in evaluating shared environments and virtualized technologies.
A. The Credit Union will evaluate and monitor the cloud service provider’s technical, administrative, and physical security controls that support the Credit Union’s systems and information assets that reside in the cloud environment.
i. The cloud service provider should be able to provide assurance that it has appropriate controls over the hypervisor, or other virtual infrastructure controls, to manage the cloud services being provided to the Credit Union.
ii. Specific “container-specific” security solutions will be implemented, if applicable.
iii. The Credit Union will be aware of the processes that the cloud service provider uses for data destruction.
B. The Credit Union can leverage independent audit results from available reports (such as SOC reports) from the service provider.

